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PeopleSoft Security Introduction

Why should you secure organization information ?7?
x Restrict exposure to sensitive Information such
as compensation and National ID numbers
x Deter theft of company proprietary information such as sales,
revenue forecast, customer information
x Prevent accidental or malicious falsification of data
X Improve performance and efficiency i.e. no information overload

x Goes with the premise of right information for the right people!
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PeopleSoft Security Introduction

Internet Access

Database Access
Application Access

— HRMmMs Data Permission

X |nternet security controls access to the PeopleSoft application sign-in
page and secures the information to and from the web browser

x Database access secures access to the application database server

x Application security controls access within the application

x HRMS data permission controls access to HRMS data in the application
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Data Security Fundamentals

x Data Permission security (or Row Level Security) refers to controlling
access to the rows of data in your system

x The system enforces data permission security with security search views
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Data Security Fundamentals

Core Security Views

x  Security Join Tables (SJT) are used in Core Security Views,
to control the data access

x  The core Security Views are used in
U Component Search records
U Query Security records

U SQR Security records
U Security prompt views
x  The core Security search views also use additional fields

which are used for the search criteria.
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Data Security Fundamentals

x Features of HRMS Row Level Security

i
i

i

Ability to use more than one-way of securing your data.

Better performance and flexibility for refreshing security tables.
Real-time updates to security tables.

Ability to Secure access to Job Openings, Department Data and

Person Data.

Easier setup of global and additional appointment security.
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Types of Security Data

Security Data

x Security Data is the set of Data which is used to implement data
security

x Data security is implemented from two aspects

U User Security data

U Transaction Security data
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Types of Security Data

|
User Security
Data

xUser Security Data defines the us

data includes
U The Row Security Access assigned to a permission list (role-based or dept
tree based security)

U Which Permission List is assigned to which user profiles.
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Types of Security Data

Transaction
Security Data

x Transaction Data is the data that is being secured

x Fields which are used for securing the data are called as transaction
security data
x Users enter the Transaction security data when they maintain the

Transaction records in HRMS
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Setting Up HRMS Row level Security

Setting Up PeopleSoft HRMS Data Permission Security
Implement Assign Data
P leTool
egsczri:;, > HRMS Security Access to
Permission Lists
Security
Installation - Refresh
; Set up Security by
Settings . Security Tree i Dept Tree 1 SJT_(;ICESS_
¥ o
Permission » Security Set ] For Data Security by Department Security Tree
Lists Table
v
: Security by
Security » Permission
Access Type ek

Flow Diagram for Data Security Set Up
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Setting Up HRMS Row level Security

HRMS Security Installation settings

Implement HREMS
Security

x Set the installation settings on the Security Installation
Settings component

x Decide if you will want to use global security
or the additional assignment security versions Security Set

Table

x Decide what actions you want to include in future dated i
security rows

Security Access
Type

x Navigation to access the Security Installation page:

Set Up HRMS > Security > Core Row level security > Security installation settings
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Setting Up HRMS Row level Security

HRMS Security Installation settings

Security installation Set Up Page



